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Data Privacy and Utility: A Delicate Balance
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Introduction (1/2)
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= Some attacker wants to know whether they are querying D or D’ (i.e., whether ID #2 is present).

= |f they run a query on a dataset, they may be able to infer whether a record is in or out of the
dataset.

» The broad goal of differential privacy is to add noise to queries to bound the probability that an
attacker can tell whether they are querying D or D’; ideally, this probability is low
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Introduction (2/2)
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= |[f an attacker cannot tell whether they are querying D or D', we can say that

do (M (D)|M(D")) < paforall a € (1,00).
= d, represents the distance between the two outputs from applying mechanism M to D and D'
= p represents the privacy loss.

= We inhibit the attacker’s inferences by ensuring that the difference between M(D) and M(D’) is
acceptably small.
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Motivation

Boxplot of data with outliers

= With traditional differential privacy, if you
have a dataset with a few large outliers,
you need to add noise on the scale of the
largest outliers to mask their presence.
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* This can harm the utility of the dataset.

= Data about business sizes can follow

this pattern.

= Census wants to protect privacy in these
cases.
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We propose slowly scaling per-record differential privacy

Rather than give all observations in the dataset the same amount of protection, we
can protect some records (i.e., smaller records) more strongly than others by
allowing the upper bound to vary with the record’s value.

Slowly scaling per-record differential privacy:

Do D' ={r} = d(M(D)||M(D")) < aP(r) Vae (1,0)

P(r) is a record-specific policy function

We can add noise that scales with the size of the record or add noise from fat tails.
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Our mechanisms fall into two categories: additive and
transformation

= Additive mechanisms: add noise from distributions with
thicker tails than the Gaussian distribution

» \We derive properties of two distributions: Generalized
Gaussian and Exponential Poly Log

» Transformation mechanisms:

» Pass the query result q(D) through a transformation function f
* Add Gaussian noise

* Invert the transformation function with inverse function g
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Mechanisms Considered in this Paper

MITRE

Transformation Mechanism with Transformation

The variance of
transformation
mechanisms
scales with the
query value.
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P(r).
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Our mechanisms guarantee less privacy loss when the
dataset has large outliers

Privacy Loss vs. Value
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We empirically evaluate our mechanisms using two
datasets

. ]
. i

USDA's 2019 Cattle Simulated County
Inventory Survey Business Patterns Data

» Both datasets have large outliers (e.g., large farms and large businesses)

» Queries:
= Number of cattle in each state

= Number of employees, total annual pay, and total Q1 pay for each county and industry

* We use a Python package developed by Tumult Labs to implement the
mechanisms and make all of our plots in ggplot using Wes Anderson palettes
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Cumulative distribution functions (CDFs) show that our
mechanisms incur less privacy loss
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Some of our mechanisms incur too much relative error
|[Noisy — True|
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Log10(ARE) vs. True Sum Quintiles: Additive Mechanisms (Simulated)
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Discussion

» \We developed formally private mechanisms with slowly scaling privacy loss to
better handle positively skewed distributions.

= Additive Mechanisms: add noise from fat-tailed distributions, which lets privacy
loss scale slowly.

» Transformation Mechanisms: Privacy loss scales slowly by transforming the
query, adding noise, and inverting the transformation.

* Neither type of mechanism uniformly dominates.

» Further work is needed to determine the conditions for choosing a specific
mechanism and policy function.
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Thank you!

= Qur paper is posted on arXiv! arxiv.org/abs/2409.18118
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